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Abstract- 

Cloud Computing is emerging as one of the high performance and integrity 

aware area in the distributed and grid based computing environment. 

Enormous computing and technology based services are delivered and 

disseminated throughout the globe using cloud implementations because of 

increasing usage of technology products. As these products and devices are 

quite costly to purchase, cloud computing gives the option to hire the 

computing infrastructure with per usage base. As cloud computing is 

escalating by number of services, there are lots of issues regarding 

vulnerability and integrity in the data centers from where these cloud 

services are disseminated. This research manuscript presents and implements 

a unique and effectual approach for security of data centers using dynamic 

approach for encryption during communication and accessing the cloud 

services. The results in the projected novel approach are effective in terms of 

cost, complexity and overall performance. The projected novel approach is 

using nature inspired approach River formation dynamics Metaheuristic 

Approach for the enhancement of results and performance. 

Keywords – Cloud Computing, Cloud of Things, Nature Inspired Approach, 

Network Security, River formation dynamics Metaheuristic Approach 

 

I. FOREWORD AND INTRODUCTION 

Security and vulnerability [1] analysis are the key features which are 

frequently addressed in the assorted algorithms by number of scientists and 

academicians. Numbers of algorithms are devised so far for the identification 

and avoidance of security issues. These are the algorithms and approaches 

which works on the security aspects of cloud infrastructure. 

In cloud computing [2], there are multiple scenarios and points where 

security vulnerability can be identified. These cloud delivery methods can be 

Infrastructure as a Service (IaaS) [3], Platform as a Service (PaaS) [4], 

Software as a Service (SaaS) [5], Testing as a Service (TaaS) [6] or any 

other. All these cloud delivery points can be susceptible to the assaults from 

different sources and cracking modes. 
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II. EVALUATION OF SECURITY ASPECTS IN CLOUD 

There are number of attacks and taxonomy of assaults which can be initiated 

in a network based environment. Any of the following vulnerability and 

assault attempt can be there in cloud computing environment. 

 Sybil Attack [7] 

 Identity Threat [8] 

 Wormhole Attack 

 Distributed Denial of Service (DDoS) Attack 

 Jamming Assault 

 Traffic Overloading 

 Any lots of other assaults 

 

All of these attacks are very precarious to cloud based delivery point for the 

cloud service provider as well as cloud end user. In this research work, a 

unique and effectual approach for run time cryptography during 

communication is devised and implemented for the higher degree of security 

and integrity against such attacks. 

 

III. PROBLEM IDENTIFICATION 

So many algorithms, protocols and methodologies are in development, still 

there is a scope of developing new and higher security algorithms which can 

enforce greater security. In this manuscript, the approach adopted is the 

dynamic encryption during communication of cloud user, cloud broker and 

cloud service provider and there are multiple layers in which the 

communication can be authenticated. 

The traditional approaches for security and integrity include Ant Colony 

Optimization, Genetic Algorithm, Honeybee Algorithm, Neural Networks 

and similar which are quite conventional and there is need to evolve and 

integrate a new approach for the greater optimization. 

The proposed algorithmic approach in this manuscript is adopting River 

formation dynamics Metaheuristic Approach for higher degree of security 

and integrity with the layer based refinement of the results. In each layer and 

phase of River formation dynamics Metaheuristic Approach, the path of 

secured cloud based transmission is decided and further global results are 

evaluated. The proposed work is taking the following layers to evaluate the 

appropriate path 
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(i) Evaluation of the Vulnerability and Sniffing in the Existing 

Scenario. 

(ii) Deep Learning and Analytics on the Checkpoints of Cloud 

Channels so that the secured and global optimal path towards 

secured environment can be devised. 

(iii) The sediments processing the River formation dynamics 

Metaheuristic Approach is keeping track of sniffing points which 

can be addressed and exploited. By this evaluation, a higher 

degree of security enabled system is presented as a path of 

security for integrity and privacy based applications. 

 

IV. IMPLEMENTATION ON CLOUD SIMULATOR AND RESULTS 

For implementation, the prominent cloud computing based library and 

simulator CloudSim is used which is having all the libraries and base classes 

for implementation of security at multiple layers. Using CloudAnalyst and 

GridSim, there is integration of high performance computing in the grid 

based environment which can impose more security and performance in the 

higher load to avoid the congestions. 

In the proposed work and implementation of Projected Nature Inspired 

Approach : River formation dynamics Metaheuristic Approach, cloudsim is 

used to call and integrate the cloud components, virtual machines and related 

objects in the cloud environment. Cloudsim provides the library and 

framework to with the cloud components. The association of cloudanalyst is 

done to present the data centers and virtual machines with associated factors 

in the graphical perspectives. The proposed algorithm of River formation 

dynamics Metaheuristic Approach is implemented in this phase of cloud 

based transmission and communication between the cloudlets and in secured 

dimensions. The tool R is used to have the deep analytics and statistical 

measures of the results and security perspectives. 
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Figure 1. Integration and Implementation RFDMA Approach in Cloud 

 

Tools used for Implementation 

 Ubuntu Linux 

 CloudSim 

 CloudAnalyst 

 GridSim 

 Notepad++ 

 R 

 JCharts 

 Advance Java 

 Java APIs 
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Figure 2. Activation of Cloud Components for further Secured Transmission 

 

 

Figure 3. Dynamic Generation of Private Secured Keys for Data 

Transmission in Cloud 
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Figure 4: Real Time Analytics of Results from Cloud Data Centers 

 

Table 1: Effectual Comparative Analysis of Traditional and Projected 

Approach 

 

Parameter / 

Algorithm 

Cost Complexity Performance 

Traditional Approach 

(Ant Based 

Optimization) 

89 85 64 

Nature Inspired Based 

Vulnerability 

Avoidance Algorithm 

52 27 94 
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Figure 5. Generation of Intermediate Key for Security Aware 

Communication 

 

It is evident from the figure that the complexity and cost in the projected 

nature inspired approach is very less as compared to the traditional approach. 

The overall performance of the proposed approach is higher as compared to 

the traditional approach of ant colony optimization because of the greater 

security and integrity aware algorithm. 

 

V. CONCLUSION 

The projected nature inspired approach is River formation dynamics 

Metaheuristic Approach which is used for integration of higher degree of 

security. River formation dynamics Metaheuristic Approach (RFDMA) is the 

process by which the rivers are formed from frequent flowing water from a 

particular region. Same approach is imitated in the security and overall 

scheduling of cloud environment. The proposed results are effectual on 

multiple parameters which can be further improved using assorted soft 

computing techniques. In soft computing and elaborated nature inspired 

approaches, there can be the integration of River formation dynamics 

Metaheuristic Approach, bee optimization, lion algorithm, elephant 

approach, fermentation based algorithms and many others.  These 

approaches are effectual in providing the global optimization. 
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