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Abstract

An Internet worm is type of malicious software (malware) that self-replicates
and distributes copies of itself to its network. The Internet worm attacks
different destination victims by a used Internet protocol that support three
main protocols TCP, UDP and ICMP regarding transport and control
protocol. This research designed algorithm that focused on ICMP protocol
scanning attack only. When the algorithm focuses on the different protocol,
the detection will be difficult; there are several detections for internet worm.
Most of these detections are depending on General Protocol Scanning
Detection (GPSD), our technique focused on behavioral of internet worm
when the research used ICMP scanning and failure connection for ICMP
protocol. However, GPSD technique focused on general failure connection
that received by different protocols. When the research compared GPSD and
proposed algorithm. The research found the proposed algorithm is faster
detection when the worm used ICMP scanning than technique that depends
on GPSD.

Keywords: Internet worm detection, behavioral worm, ICMP scanning.
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Introduction

Internet worms are programs that self-propagate across a network by
exploiting security or policy flaws in widely-used services. It does not need
to be part of another program, but self-contained [1]. Internet worms are
independent when spreading themselves across the Internet. They break into
computers, and copy itself without human assistance and user’s knowledge. It
infects a new host by searching another vulnerable host in the network. Once
a new vulnerable host is found, the worm infects the other host [2]. Many
works have been done on detecting unknown worm, but this field is still more
challenges [3]. Welchia is Internet worm spread on August 18, 2003 and
systems affected are Microsoft IS, Windows 2000 or XP. It used ICMP
request scanning to find the victim, when the victim replies with ICMP reply,
after that, the infector machine sent packets by using TCP/ SYN on port 135.
Welchia attempts to exploit the previously discussed [4, 5]. The victim IP
address is selected by two different ways. The first way, the worm uses the IP
from the infected machine W.X.0.0 where W and X from the infector
machine IP address. The second way, it will construct a random IP address
A.B.0.0, where A and B are randomly generated. After selecting the start
address, the worm uses sequential address scanning to find the victim [6].

Most of Internet worms techniques find the victims by depend on blind
scanning that is based on chance and has a relatively high failure connection
rate. Furthermore, the worm can use Transmission Control Protocol (TCP),
User Datagram Protocol (UDP), and Internet Control Message Protocol
(ICMP) for scanning.

The ping or ICMP scan sends a single ICMP echo request from infector to
the victims. The victim responds from an active device will return an ICMP
echo reply, unless the IP address is not available on the network or the ICMP
protocol is filtered.

A response from a victim will return an ICMP echo reply as shown in Figure
1, unless the IP address is not available on the network or ICMP is filtered

[7].
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Figure 1: ICMP Echo reply

If the IP of the victim is not available on the network or a packet filter is
preventing ICMP packets from passing, there will be no response to the echo
frame [7]. See Figure 2.
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Figure 2: ICMP Echo Request
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When the IP is unused in the victim, the router replies ICMP Unreachable
Host to the infector machine. See Figure 3.

L
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€| CMIP Unireachable \
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Figure 3: ICMP Request Status When Destination IP is Unused

If a host or router discards a packet due to a time-out, it will generate an
ICMP Time Exceeded [7]. See Figure 4.
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Figure 4. ICMP Request Status When Destination IP is not Responded
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The Design of Detection Algorithm for ICMP Scanning Worms

Algorithm Detection for ICMP Scanning Worms (ADICMPSW) works to
detect ICMP scanning worm. ADICMPSW works to detect the worm when
checking ICMP request from source IP address to the different destination IP
address, and the reply is ICMP reply or a failure connection. ADICMPSW
depends on failure connections to detect the Internet worm in infected
machine. ADICMPSW has a Counter of ICMP Failure Connection
(CICMPFEC), but the ADICMPSW does not consider all the failure received.
ADICMPSW ignores the failure connection when the destination IP address
is in the History of ICMP Connections (HICMPC), as shown in Figure 5.

ICMP Request
ICMP Reply

\ 4

ICMP >

< Failure

No increase
CICMPFC
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Figure 5: Use Case for ICMP Failure Connection

In Figure 6 shows the sequence diagram for the ICMP requests that are
represented in ADICMPSW, the six states are as follows:

Scenario 1: If machine A has a regular connection (ICMP request, ICMP
reply) with machine B, in this case, ADICMPSW inserts the IP address for
machine B in the HICMPC.

Scenario 2: If machine A receives a failure connection from machine B, and
the destination IP address for machine B is in the HICMPC, ADICMPSW
does not consider this failure connection.

Scenario 3: If machine A sends a request to machine C and after that receives
a failure connection, and the IP address for machine C is not in the HICMPC,
ADICMPSW increases CICMPFC and inserts the IP address for machine C
in the HICMPC.

Scenario 4: If machine A receives a failure connection from machine C, and
the IP address for destination IP address is in the HICMPC, ADICMPSW

493



i Gyl daal)

Ayl A A laa
does not consider this failure connection. ADICMPSW does not decide any
procedure for this failure.

Scenario 5: If the machine A sends ICMP request to machine D,
ADICMPSW inserts the destination IP address to the Record of ICMP is Not
Responded (RICMPNR) that includes (Destination IP, Source Port and
Destination port), while is not responded after three second, ADICMPSW
removes the record of destination IP address record from RICMPNR and
inserts the destination IP address only in HICMPC with an increasing
CICMPFC.

Scenario 6: If the machine A sends ICMP request to machine E and after that
sends another ICMP request before three seconds, the first request is inserted
to RICMPNR, and the second request is ignored by ADICMPSW. Every
ICMP request is saved on RICMPNR when the destination replies.
ADICMPSW removes the request from RICMPNR and inserts the
destination IP address on the HICMPC.

ADICMPSW does not consider any request that included in HICMPC or
RICMPNR except the request that is not included in HICMPC or RICMPNR.
Moreover, ADICMPSW considers only one request to the destination IP
address and saves it in the RICMPNR.
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Figure 6: Sequence Diagram of ICMP Failure Connection
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Whenever, ADICMPSW reads a packet and ICMP packet replies from
destination IP address to source IP address, in this case, ADICMPSW makes
sure that the packet came from destination IP address to reply for ICMP
request by checking RICMPNR includes the destination IP address equals the
source IP for the packet that received. If yes, it is meaning a reply for the
request.

After that, ADICMPSW considers four reply messages from the destination
when sending ICMP request from the infected machine, one of the
connections is a normal connection, which is ICMP Type eight and receives
ICMP Type zero, but there are three types of failure connections. The first
failure connection is received when the worm sends ICMP request, and the
reply is ICMP Unreachable. This reply is received when the destination port
is closed or destination IP is unused. The second failure connection receives
ICMP Time Exceeded when the destination IP is not responded. The last
failure connection is not receiving any a reply from the destination machine

when the port of destination IP is filtered, as shown in Figure 7.

ICMP Request
/ Closed Reject Reply with ICMP
Port Connection Unreachable
ICMP Request

Accept
Connection

J:?h Router Replies with
@y — ICMP Request ICMP Unreachable
G\

ICMP Request
No Router Replies with ICMP
\< Response Time Exceeded
ICMP Request
Filtered
No Reply

Figure 7: Use Case Diagram for ICMP Worm Request States
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Figure 8 shows the five states for the reply to the request of Internet worm.
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State ICMP reply: If the Internet worm in machine A sends ICMP request to
machine B, ADICMPSW inserts the destination IP (machine B) to the
RICMPNR. The destination IP address is used by machine B and the port for
machine B is open, machine B replies ICMP to machine A. ADICMPSW
removes the destination IP address record from the RICMPNR and inserts it

in the HICMPC.

State ICMP Unreachable: If the Internet worm in machine A sends ICMP
request to machine C, ADICMPSW inserts the destination IP (machine C) to
the RICMPNR. The IP is used but the port for machine C is closed, machine
C replies ICMP Unreachable, after that, ADICMPSW increases ICMP
Unreachable counter. ADICMPSW removes the destination IP address record
from the RICMPNR and inserts it in the HICMPC. Moreover, if the Internet
worm in machine A sends ICMP request to machine D, ADICMPSW inserts
the destination IP (machine D) to the RICMPNR. The IP is unused in
machine D, after that, machine A receives ICMP Unreachable. ADICMPSW
increases ICMP Unreachable counter. ADICMPSW removes the destination
IP address record from the RICMPNR and inserts it in the HICMPC.

State ICMP Time Exceeded: If the Internet worm in machine A sends ICMP
request to machine E, ADICMPSW inserts the destination IP (machine E) to
the RICMPNR. When the port for destination IP is filtered, machine A
receives ICMP Time Exceeded from the router when the machine does not
reply. ADICMPSW increases ICMP Time Exceeded counter. ADICMPSW
removes the destination IP address record from the RICMPNR and inserts it
in the HICMPC.

State ICMP is not Responded: If the Internet worm in machine A sends
ICMP request to machine F, ADICMPSW inserts the destination IP (machine
F) to the RICMPNR. When the port for machine F is filtered, machine A
does not receive any reply. After three seconds, ADICMPSW increases
‘ICMP is not Responded’ counter. ADICMPSW removes the destination IP
address record from the RICMPNR and inserts it in the HICMPC. After that,
CICMPFC is calculating the total for four counters. The equation is as
follows:

TICMPFC= ICMP Unreachable + ICMP Time Exceeded +ICMP is not
Responded Q)
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TICMPFC checks if the threshold reaches to 101. If true it means the
machine is infected as shown in Figure 9.

Figure 8: Sequence Diagram for ICMP Worm Request States
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Figure 9: Flowchart Diagram for ADICMPSW
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Setup for Evaluation and Validation

For Microsoft's worm setup, the machine operating system used was
Microsoft 2000 professional Service Pack 4. Moreover, the machine was
connected with a network device by Celcom that supports the Internet by
mobile wireless, and the broadband speed was 3.6 MBps, as shown in Figure
10. The infected computer was installed with ADICMPSW. In the evaluation,
other techniques that were compared with the proposed technique were also
installed on the infected computer.

Infected Computer
OS Microsoft

Figure 10: Setup for Detecting Microsoft Scanning Worms
Experiment Results

The study used Xiong et al. [8] algorithm and ADICMPSW to detect a
Welchia worm. The maximum failure connection recorded in short term
algorithm was 56 failure connections per minute for 684 records, as shown in
Figure 11. However, the long term algorithm reached to more than 3000
failure connections after 684 minutes as shown in Figure 12. The Xiong et al.
[8] algorithm detected the worm depending on a long term algorithm, but the
short term algorithm failed to detect Welchia worm. ADICMPSW detected
Welchia worm after eight seconds only, as shown in Figure 13. The So the
proposed ADICMPSW algorithm is faster than Xiong et al. [8] algorithm.

Minute

Figure 11: Short Term Algorithm Tried to Detecting Welchia Worm
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Figure 12: Long Term Algorithm Detected Welchia Worm
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